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Abstract: 

In the modern world where we can do nearly everything on-line (managing an account, shopping, conveying, putting away and 

sharing individual information) so there is need to access these services in a secured manner. As the Viruses and hacking met hods 

is becoming complex, the security techniques need to improve to help users to keep their data safe and secured. The system which 

will be developed will be based on two ways authentication method, where a mobile phone whose IMEI number is reg istered will 

read the QRcode that is generated by the website. This work contributes in the outline and execution of a p rotected verificat ion 

strategy which uses a QR code; that provides two factor authentications and a camera-equipped cell phone, going about as a 

confirmat ion token. QR code is highly secure as all the delicate data put away and transmitted is encoded; in any case it is 

additionally a simple to utilize and cost-proficient arrangement.  Android  Phone is utilized  for checking the QR code. The code is 

checked with the QR code scanner. Filtering result create one string which is the mix of IMEI number o f a cellphone which is 

enrolled by the client and the arbitrary number, where random number is produced by the random number function.  

 

Keywords: QR (Quick Response) code, IMEI, QR, OTP 

 

I. INTRODUCTION 

 

It’s  simple to do things on the web (like saving money, 

shopping, imparting) and in this the test is that while doing this 

things online our data does  not get harmed. Without a doubt, as 

the technique for deciphering the security code gets more 

complex and intense. There is a need to grow a more intense 

security application. These effective application permits client 

to chip away at un-trusted PCs unhesitatingly. This work 

depends on the two way validation framework. In this the QR 

code gives security. QR codes (Quick Response Codes) were at 

first utilized as a part of Marketing for publicizing reason for 

its solid ability to store distinguishing proof data of the sponsor 

and its accommodation to utilize. With the prevalence of cell 

phone with camera capacities, IT individuals began to utilize 

this innovation for different employments. The current 

framework having security strategies, for example, secret key, 

username, figure prints, and face location. In any case, in these 

strategies security is not up to the stamp, so there is need to 

grow such security framework which gives high security. The 

current enthusiasm for the utilization of visual labels in regular 

day to day existence is a characteristic result of the mechanical 

advances found in present day cell phones. The QR code is a 

framework comprising of a variety of array of nominal square 

modules arranged in a general square example, including a 

remarkable example situated at three corners of the image and 

expected to aid simple area of its position, size and slant. An 

extensive variety of sizes of images is given together four 

levels of error correction. Module measurements are client 

determined to empower image creation by a wide assortment of 

strategies. The one time password (OTP) is a secret word that 

is substantial for just a single time. One t ime secret word keeps 

away from weakness that are related with conventional or static 

watchword, the most crit ical inadequacy are being tended to by 

one time password (OTP). It is accepted that QR codes reduces 

client's fear of losing their private data. Be that as it may, how 

does this work? What amount would this impact be? This 

framework will g ive a photo of the system and impacts of 

utilizing QR codes for online protection/security insurance. 

II. REVIEW OF LITERATURE 

 

Authors Jing Yang and Yue Zhang [1] their work is based on 

online user account protection, measuring the effect of QR 

codes on fear appeals and authentication protection. Their 

study contributes to the extent literature by integrating two 

theories – protection motivation theory and the theory of 

planned behaviour. The main goal of their study is to 

investigate how the co-use of computers and mobile devices 

protect online users’ online credentials. The results of the 

study also provide guidelines to IT developers for future 

directions in authentication protection. Ji Qianyu [2] His 

research work concentrates on the concept of QR Code and the 

benefits of using QR Code for companies. The first objective 

of this research work is to study the general informat ion of QR 

Code in order to guide people to understand the QR Code in 

detail. The second objective of his  research work is to explore 

and analyze the essential and feasible technologies of QR 

Code for the sake o f clearing the technologies of QR code. 

Additionally, his research work through QR Code best 

practices to explore and analyze the benefits of using QR Code 

for companies and provide a set of accommodation in  his 

thesis. Iuliia  Tkachenko, William Puech [3] In  their paper, 

they have proposed to overcome these shortcomings by 

enriching the standard QR code encoding capacity. This 

enrichment is obtained by replacing its black modules by 

specific textured patterns. Besides the gain of storage capacity, 

these patterns can be designed to be sensitive to distortions 

due to the P&S process. These patterns, that do not introduce 

disruption in the standard reading process, are always 

perceived as black modules by any QR code reader. Therefore, 

even when the private informat ion is degraded or lost in the 

copy, the public informat ion is always accessible for reading. 

Wolfgang Popp, Wolfram Gottschlich [4] Protocols developed 

for the internet are often not applicable to the Internet of 

Things due to hardware limitations and physical 

inaccessibility of devices. To  tackle the challenge of a usable 

and secure device authentication in the area of the IoT, a  QR 

code based mutual authentication protocol is proposed. The 

protocol supports two operation modes to handle different 
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hardware configurations with respect to cameras and displays. 

Both operation modes are secure against attacks within the 

proposed attacker model. The protocol can also be used to 

exchange the public keys between two parties, in order to  

establish a secure channel without a trusted third party. Akash 

M.Bhalerao, Abhijeet P.Pandhare [5] QR code is store a 

password. Android cell phone can use the scan QR code. The 

user goes to online banking transaction in a bank website. 

Then register code is displayed, and then users scan the image 

of QR code in the application of QR code scanner. The result 

will generate one string which is the combination of IMEI 

number. The IMEI number can  be registered by user. The 

weakness is the password based security which can be 

improved by OTP which can be calculated informat ion by user 

transaction. If the network is available on your smart phone 

then the string is generated automatically  and entered into 

login page and homepage when bank login is open, otherwise 

six dig it pin  code is generated and then we have to enter it 

manually on the login page and homepage for transaction.  

Prof. Sanchika Bajpai, Dipika Sonawane [6] the system uses 

QR codes which are small two -dimensional pictures that en-

code digital data. This can be used for all hardware camera 

equipped platforms that are for tablets, personal computers, 

laptops, cell phones. QR is readable even if it is partially 

damage. It provides high level of security and authentication 

with un-trusted devices. Its versatility has made them quite 

popular, where these are today widely used as a way to 

quickly  store by scanning it with  a camera-based mobile 

device. Swapnil Tawade, Rohit A. Shah [7] In  this paper, we 

propose authentication system for online banking which can 

provide greater security and convenience by mobile OTP with 

the QR-code, one o f the 2D barcode adopted by current 

international and national standards. The bank generates the 

QR-code using the user’s enter transfer information, the user 

then use mobile phone to read the code. After that use to a 

mobile phone generates the OTP code with the input o f 

transfer information and hashed user’s mobile serial number. 

Then user enters the generated OTP code, to complete the 

transfer process. 

 

III. PROPOS ED S YSTEM 

 

The system is basically divided into two modules: 

1) Android application 

2) Banking System 

 

 
Figure.1.proposed System 

 

1). Android Application 

 

Firstly the user needs to install the android application on its 

android device. The authorized user needs to enter its username 

and password to login by its registered device.  The IMEI 

number and random number are encrypted using the public 

key. This encrypted string generates the QR code using the QR 

code generation function which is present in java. Now this QR 

code image is displayed on the client machine. User scans this 

QR code using mobile phone. After scanning on phone the 

generated string (IMEI number and random number) is 

automatically get entered into the login page. After successful 

login the home page of the bank gets loaded on Client screen. 

Now the user can access its account and can do the transactions 

and can view the status of its last transactions. Whenever the 

transaction is done an email is sent to the user on its registered 

mail ID, once the user logs out from the account He/She cannot 

access it again as login by this method is Session based. So if 

the user logs out, the session of the user exp ires. If the user 

wishes to access the account again He/She has to carry out the 

above procedure again. 

 

2) Banking System 

 

In this the user fills up the details of bank account and submits 

it to the bank employee. The employee stores all the details 

into the system. Now at the bank website the user needs to 

enter only its username to generate the QR code, a request is 

sent to generate QR code. Once the request is sent to the server 

it generates QR code which will be displayed on the client’s 

machine. The client then scans the QR code with the mobile 

with the help of [Random no + IMEI no] which will be stored 

in the system database.  

 

 
Figure.2. Banking system 

The user is then directed to the Home page of the site now the 

user can access its account and can do the transactions and can 

view the status of its last transactions. The user can also view 

the Bank Statement, bank balance etc. 

 

3 Technologies used in the project are: 

1) .net framework 

2) Microsoft SQL server 

3) Android studio 

  

1) .net Framework:  

 

The .NET Framework is Microsoft's Managed Code 

programming model for building applicat ions on Windows 

customers, servers, and portable or inserted gadgets. 

Microsoft's .NET Framework is a product innovation that is 

accessible with a few Microsoft Windows working 

frameworks. In the accompanying areas depicts, the basics of 

Microsoft .Net  Frame work Technology and its related 

programming models.  

 

C#: 

C# is a language for expert programming. C# (art iculated C 

sharp) is a programming language intended for building an 

extensive variety of big business applications that keep 

running on the. NET Framework. The object ive of C#  is to 

give a basic, sheltered, present day, protest arranged, elite, 

powerful and tough dialect for .NET improvement. 

Additionally it empowers designers to construct answers for 
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the broadest scope of customers, including Web applications, 

Microsoft Windows Forms-based applications, and thin-and 

savvy customer gadgets. 

 

2) Microsoft SQL server: 

 

 Relational database management  

 Information Representation 

 Logical Accessibility  

 Representation of Null Values  

 Catalog Facility  

 Data Language 

 View Updating 

 Insert, Update and Delete 

 Physical Data Independence 

 Logical Data Independence 

 Integrity Constraints 

 Database Distribution 

 

3) Android Studio:  

 

Android Studio is the officia l integrated development 

environment (IDE) for the Android platform. 

Features: 

 Gradle-based build support 

 Android-specific refactoring and quick fixes 

 A rich layout editor that allows users to drag-                  

and-drop UI components, option to preview layouts on 
multip le screen configurations 

 Support for build ing Android Wear apps 

 Built-in support for Google Cloud Platform, enabling 

integration with Google Cloud Messaging and App 

Engine 

 An Android Virtual Device that is used to run and debug 
apps 

 

IV. WORKING OF PROPOS ED S YSTEM 

 

The workflow of our proposed system starts  by user entering 

its username on the bank website to generate the QRcode. Now 

a QRcode is displayed on the user’s machine. Now the user has 

to login in the android application by entering its username and 

password on the android phone. 

 

 
 

Figure.1: Login Page of Android Application 

Now as the user is logged in through its registered device, 

He/She can scan the generated QR code from the bank website. 

 
 

Figure.2: QR scanner 

 

After successful scanning of QR code the user is directed to the 

Home page on the website on the user machine. Now the user 

can perform the transactions and even view the Bank 

Statement. 

 

V. ADVANTAGES  AND CONSTRAINTS 

      
A. Advantages 

 

1. Provides Security of personal information by the Admin  

and User login, thus our project is more secured. 

2. The approach is not limited to a particular place or type of 

bank. 

3. Easy to access, implement and use application. 

4. User friendly. 

5. Complicated to Hack 

 

B. Constraints 

 

If a  consumer does not have a mobile device or s mart phone, 

then the QR code is not beneficial to them and they lose out. 

 

VI.CONCLUS ION 

 

The use of electronic managing account admin istrations is 

expanded slowly in day by day life and existing on the web 

managing an account required the utilization of security card 

from each bank which does not coordinate present day portable 

condition since we don't know when and where web based 

saving money will be utilized. On the off chance that there is 

crisis circumstance to do web based managing an account, the 

web based saving money is impossible without the security 

card. With a specific end goal to conquer such uneasiness of 

security card, internet keeping money validation framework 

utilizing QR code rather than security card is proposed. The 

bank site produces the QR-code utilizing client input exchange 

data and afterward client need to perceive the gadget clear code 

utilizing their cell phone, in the wake of creating the OTP code 

utilizing exchange data and the client's cell phone number in 

their cell phone. Thus, we propose a new validation framework 

for internet saving money that can give more prominent 

security and accommodation by utilizing portable OTP with the 

QR-code embraced by current worldwide and national 

guidelines. This work furn ishes extra security with the 

https://en.wikipedia.org/wiki/Integrated_development_environment
https://en.wikipedia.org/wiki/Integrated_development_environment
https://en.wikipedia.org/wiki/Android_(operating_system)
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conventional method for online validation of keeping money; 

which incorporates username and secret word. Be that as it 

may, by including QR code confirmation the safety efforts for 

keeping money are upgraded.. With the assistance of this QR 

code security is expanded amid the login of the specific bank. 

Contingent upon the verification just the customer will have the 

capacity to play out the exchange. 
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